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EXECUTIVE SUMMARY

The Internet has opened avenues of communication for journalists with 
di�erent ways of utilizing them. These avenues can be used for news 
dissemination and online interaction with audiences and sources. 
Unfortunately, the Internet is now being used for online harassment, and it 
became worse when the COVID 19 Pandemic plunged the world into a new 
normal, which drove people, including journalists, in all countries, to explore 
news models of interaction. Many women and girls ventured into the digital 
world for business or work, completely unaware of the dangers that loomed 
regarding working and communicating majorly online. Most are now shying 
away due to experiencing online violence. A large proportion of media 
practitioners also lack digital skills, and especially women journalists. This 
handbook is a response to the various research recommendations, and it is 
focused on journalism, the protection of freedom of expression, and how 
women journalists, both novice and experienced, can be digitally savvy and 
safe. This handbook includes frequently asked questions and it will serve as a 
sustainability measure of sensitizing the public on online harassment.
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According to the Communications Authority of Kenya (CAK), mobile data 
subscriptions in Kenya between April and June 2024 stood at 52.5 million. 
These figures show that online platforms have become popular and available, 
transforming how people communicate and share information.

The digital transformation in post-COVID times means that audiences have 
increasingly moved online, getting their news and information from digital 
media and social media channels. Correspondingly, journalists and content 
creators have moved online to follow the audiences. Unfortunately, as 
dependence on digital communication increases, so do online violence 
patterns and frequency, especially against women with public influence, such 
as female journalists and content creators.

Online attacks have real-time consequences for you as a journalist or as a 
content creator, as well as for your colleagues and sources. Therefore, failing 
to protect yourself and your information from growing online threats could 
mean putting yourself and others at risk of harm.

This handbook will equip you with the requisite skills for digital 
safety and protection management while in the line of duty.
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According to the Communications Authority of Kenya (CAK), mobile data 
subscriptions in Kenya between April and June 2024 stood at 52.5 million. 
These figures show that online platforms have become popular and available, 
transforming how people communicate and share information.

The digital transformation in post-COVID times means that audiences have 
increasingly moved online, getting their news and information from digital 
media and social media channels. Correspondingly, journalists and content 
creators have moved online to follow the audiences. Unfortunately, as 
dependence on digital communication increases, so do online violence 
patterns and frequency, especially against women with public influence, such 
as female journalists and content creators.

Online attacks have real-time consequences for you as a journalist or as a 
content creator, as well as for your colleagues and sources. Therefore, failing 
to protect yourself and your information from growing online threats could 
mean putting yourself and others at risk of harm.

This handbook will equip you with the requisite skills for digital 
safety and protection management while in the line of duty.

A detailed Glossary of Terms can be found at
https://cyberbullying.org/social-media-cyberbullying-online-safetyglossary.
pdf developed by Sameer Hinduja, Ph.D. and Justin W.Patchin, Ph.D., for the 
Cyber Bullying Research Centre, however, we have also endeavoured to 
develop a short glossary of terms that are normally used in discourses about 
digital safety and security, and these are enumerated here below: 

Algorithms: A set of computations that use data as their main ingredient and 
transform these data (input) into desired outputs. 

Browser: A program that lets you find, see, and hear material on web pages. 
Popular browsers include Mozilla Firefox, and Google Chrome, Safari. 

Cache: A unique high-speed storage mechanism. It can be either a reserved 
section of main memory or an independent high-speed storage device.

Ciphertext: The encrypted form of a sent message.

Cookie: A piece of information about your visit to a website that some 
websites record automatically on your computer. By using a cookie, a website 
operator can determine a lot of information about you.

Cybercrime: A form of Internet-related illegal activity.

Cybersecurity: A technique or software used to protect computers and 
prevent online crime.

Data Mining: A technique that analyses existing information and pursues new 
business avenues.

2.0 SHORT GLOSSARY OF TERMS
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A detailed Glossary of Terms can be found at
https://cyberbullying.org/social-media-cyberbullying-online-safetyglossary.
pdf developed by Sameer Hinduja, Ph.D. and Justin W.Patchin, Ph.D., for the 
Cyber Bullying Research Centre, however, we have also endeavoured to 
develop a short glossary of terms that are normally used in discourses about 
digital safety and security, and these are enumerated here below: 

Algorithms: A set of computations that use data as their main ingredient and 
transform these data (input) into desired outputs. 

Browser: A program that lets you find, see, and hear material on web pages. 
Popular browsers include Mozilla Firefox, and Google Chrome, Safari. 

Cache: A unique high-speed storage mechanism. It can be either a reserved 
section of main memory or an independent high-speed storage device.

Ciphertext: The encrypted form of a sent message.

Cookie: A piece of information about your visit to a website that some 
websites record automatically on your computer. By using a cookie, a website 
operator can determine a lot of information about you.

Cybercrime: A form of Internet-related illegal activity.

Cybersecurity: A technique or software used to protect computers and 
prevent online crime.

Data Mining: A technique that analyses existing information and pursues new 
business avenues.

Decryption: The process of transforming an encrypted message into its 
original plaintext.

Deep fake: Using a form of artificial intelligence called deep learning to make 
manufactured images, audio, and video that appears natural. These images, 
audio, and video mimic speech or facial expressions to make it appear as if 
someone has said or done something they have not.

Denial of Service: The act of preventing authorised access to a system 
resource or delaying system operations and functions.

Digital Footprint: A trail of the activities that cyberspace users leave behind, 
for example, website visits.

Digital Security: Refers to tools and tactics we can use to protect our digital 
data and devices from anyone or anything that might want to harm or hurt us.

Domain Name: The name that locates an organisation or other entity on the 
Internet.

Encryption: The transformation of data into a form that hides its original 
meaning to prevent it from being known or used.

Filtering: Blocking certain types of content from being displayed. Some of the 
things you can screen for include obscene language, nudity and violence.

Firewall: A security system used to block hackers, viruses, and other malicious 
threats to your computer.

Internet Service Provider (ISP): Any company that can connect you directly to 
the Internet.

Malware: Malicious software that includes any harmful code designed to 
damage the computer or collect information.
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Decryption: The process of transforming an encrypted message into its 
original plaintext.

Deep fake: Using a form of artificial intelligence called deep learning to make 
manufactured images, audio, and video that appears natural. These images, 
audio, and video mimic speech or facial expressions to make it appear as if 
someone has said or done something they have not.

Denial of Service: The act of preventing authorised access to a system 
resource or delaying system operations and functions.

Digital Footprint: A trail of the activities that cyberspace users leave behind, 
for example, website visits.

Digital Security: Refers to tools and tactics we can use to protect our digital 
data and devices from anyone or anything that might want to harm or hurt us.

Domain Name: The name that locates an organisation or other entity on the 
Internet.

Encryption: The transformation of data into a form that hides its original 
meaning to prevent it from being known or used.

Filtering: Blocking certain types of content from being displayed. Some of the 
things you can screen for include obscene language, nudity and violence.

Firewall: A security system used to block hackers, viruses, and other malicious 
threats to your computer.

Internet Service Provider (ISP): Any company that can connect you directly to 
the Internet.

Malware: Malicious software that includes any harmful code designed to 
damage the computer or collect information.

Netiquette: Rules for interacting respectfully with others online.

Parental controls: Specific features or software that allow parents to manage 
children’s online activities.

Password: A secret word or number that must be used to access an online 
service.

Password Cracking: The process of attempting to guess passwords.

Password Sni�ng: Passive wiretapping, usually on a local area network, to 
gain knowledge of passwords.

Phishing: A popular form of social engineering where a hacker sends you a 
professionally designed email pretending to be a website or service, including 
a website link for you to follow. When you click the link, it will take you to a 
seemingly legitimate website that asks for your password, ATM pin, or other
information. But in reality, the website is a fake that collects the private data 
you mistakenly hand over.

Search engine: An Internet service that helps you search for information on 
the web.

Sexting: Creating and exchanging provocative messages and sexual images 
using a cell phone or computer with a built-in digital camera and text 
messaging capabilities.

Social Engineering: Involves psychological manipulation of targets to reveal 
sensitive information. The common case is when the perpetrator contacts you 
and pretends to be a representative of a company or service.
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Netiquette: Rules for interacting respectfully with others online.

Parental controls: Specific features or software that allow parents to manage 
children’s online activities.

Password: A secret word or number that must be used to access an online 
service.

Password Cracking: The process of attempting to guess passwords.

Password Sni�ng: Passive wiretapping, usually on a local area network, to 
gain knowledge of passwords.

Phishing: A popular form of social engineering where a hacker sends you a 
professionally designed email pretending to be a website or service, including 
a website link for you to follow. When you click the link, it will take you to a 
seemingly legitimate website that asks for your password, ATM pin, or other
information. But in reality, the website is a fake that collects the private data 
you mistakenly hand over.

Search engine: An Internet service that helps you search for information on 
the web.

Sexting: Creating and exchanging provocative messages and sexual images 
using a cell phone or computer with a built-in digital camera and text 
messaging capabilities.

Social Engineering: Involves psychological manipulation of targets to reveal 
sensitive information. The common case is when the perpetrator contacts you 
and pretends to be a representative of a company or service.

Spam: Unsolicited email or junk mail.

Spoof: Attempt by an unauthorised entity to access a system by 
posing as an authorised user.

URL (Uniform Resource Locator): The unique address of a site on the 
Internet.

VPN (Virtual Private Network): An internet security service that allows users 
to access the Internet as if they were connected to a private network.

Virus: A kind of malicious computer program, which when executed, 
replicates itself and inserts its own code. When the replication is done, this 
code infects the other files and program present on the computer system. 
These various types of computer viruses can infect a device in di�erent ways.

A detailed Glossary of Terms can be found at 

https://cyberbullying.org/social-media-cyberbullying-and-online-safety-glossa
ry developed by Sameer Hinduja, Ph.D. and Justin W. Patchin, Ph.D., for the 
Cyber Bullying Research Centre.    
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In this era of nonstop privacy breaches, getting a handle on one’s digital 
security matters more than ever. It is therefore paramount to understand 
digital risks. Digital security is more than just downloading new apps. It is 
about knowing your online presence and practice well, and making informed 
decisions to build a safer environment for yourself.

In addition, some safety risks have been moved from the o�ine world to the 
online world. For example, death threats in response to web-based content, or 
audio and visual broadcast content, are now emailed or sent via social media 
handles...

To accurately assess your digital security risks and needs, especially as a 
journalist or someone in the public domain, it is crucial for you to ask yourself 
the following questions when going online:

i. What data do you want to protect?
ii. Who do you want to protect it from?
iii. How will you protect it?
iv. What are the consequences if the data you want to
protect falls into the wrong hands?

3.0 DIGITAL RISK ASSESSMENT
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In this era of nonstop privacy breaches, getting a handle on one’s digital 
security matters more than ever. It is therefore paramount to understand 
digital risks. Digital security is more than just downloading new apps. It is 
about knowing your online presence and practice well, and making informed 
decisions to build a safer environment for yourself.

In addition, some safety risks have been moved from the o�ine world to the 
online world. For example, death threats in response to web-based content, or 
audio and visual broadcast content, are now emailed or sent via social media 
handles...

To accurately assess your digital security risks and needs, especially as a 
journalist or someone in the public domain, it is crucial for you to ask yourself 
the following questions when going online:

i. What data do you want to protect?
ii. Who do you want to protect it from?
iii. How will you protect it?
iv. What are the consequences if the data you want to
protect falls into the wrong hands?

Answering these questions can help you create a personalized digital security 
plan – outlining which practices you choose to follow that will enable you to 
participate fully in the online world while ensuring the safety of your data. A 
digital security plan aims to keep your private information and data private, 
and to minimize the chances of it falling into the wrong hands. Also keep in 
mind that in the current era of rapid technological changes, it is vital to 
continually re-evaluate your security practices.

The first step in developing a digital security plan is understanding the extent 
of your presence online, that is, your digital footprint.

4.0 ASSESSING YOUR DIGITAL FOOTPRINT

A digital footprint is also referred to as a digital shadow or electronic footprint.
It is the trail of data you leave behind when using the Internet and it can be 
used to track your online activities and the devices that you use to access the 
Internet. For example, the trail leads to the websites you visit, the emails you 
send, and the information you submit online. 

As an Internet user, you create a digital footprint either actively or passively.
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Answering these questions can help you create a personalized digital security 
plan – outlining which practices you choose to follow that will enable you to 
participate fully in the online world while ensuring the safety of your data. A 
digital security plan aims to keep your private information and data private, 
and to minimize the chances of it falling into the wrong hands. Also keep in 
mind that in the current era of rapid technological changes, it is vital to 
continually re-evaluate your security practices.

The first step in developing a digital security plan is understanding the extent 
of your presence online, that is, your digital footprint.

4.0 ASSESSING YOUR DIGITAL FOOTPRINT

A digital footprint is also referred to as a digital shadow or electronic footprint.
It is the trail of data you leave behind when using the Internet and it can be 
used to track your online activities and the devices that you use to access the 
Internet. For example, the trail leads to the websites you visit, the emails you 
send, and the information you submit online. 

As an Internet user, you create a digital footprint either actively or passively.

An active digital footprint is where you deliberately share your information 
through posting or participating on social networking sites or online forums. If 
you are logged onto a website through a registered username or profile, any 
posts you make through it form part of their active digital footprint. You also 
contribute to active digital footprints by subscribing to a newsletter or 
accepting cookies on your browser.

On the other hand, a passive digital footprint is created when information is 
collected about you without you being aware that this is happening. For 
example, social networking sites and advertisers use your likes, shares, and 
comments to profile you and target you with specific content regarding their 
products and services.

Since employers and other people can check your digital footprint, it is good 
practice to protect it by:

� Looking yourself up online to get a sense of information about you that is 
publicly available. If any of the results show you negatively, contact the site 
administrator to see if they can remove it.

� Limiting the amount of data you share about yourself. Any personal 
information you provide to any organisation expands your digital footprint and 
increases the possibility of misusing that data. Before submitting any form to 
an organisation, consider if it is worth it, and whether there are any other ways 
for it to obtain that information or service without you sharing your data.

TIP: A good rule of thumb is to only give personal information that is absolutely 
necessary. Do not be afraid to make things up! You can always give a fake name, a 
fake address, and all sorts of other made-up information when it is not absolutely 
necessary for you to provide personal information to obtain a service, and where you 
will not be penalised in any way with regards to integrity issues, for concealing 
specific and true, personal information.

Once you assess your digital footprint, the next step is to understand what 
kinds of dangers you might be exposed to when you go online, and how best 
to handle them.
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5.0 HOW VIOLENCE AGAINST FEMALE JOURNALISTS 
MANIFESTS ONLINE, AND 
MITIGATION STRATEGIES

Online violence is real violence that 
needs to be addressed because it 
limits the right to full participation, 
freedom of expression, and right to 
safety and privacy, for online users.
Female journalists and content 
creators are regularly subjected to 
the following forms of online violence:

1. Non-Consensual Distribution of Intimate Images (Revenge Porn)

This is the act of sharing private and sexually-explicit images or videos of 
someone without their consent. In the current age of Artificial Intelligence (AI), 
manipulated images may be shared, causing just as much harm as genuine 
images.

An active digital footprint is where you deliberately share your information 
through posting or participating on social networking sites or online forums. If 
you are logged onto a website through a registered username or profile, any 
posts you make through it form part of their active digital footprint. You also 
contribute to active digital footprints by subscribing to a newsletter or 
accepting cookies on your browser.

On the other hand, a passive digital footprint is created when information is 
collected about you without you being aware that this is happening. For 
example, social networking sites and advertisers use your likes, shares, and 
comments to profile you and target you with specific content regarding their 
products and services.

Since employers and other people can check your digital footprint, it is good 
practice to protect it by:

� Looking yourself up online to get a sense of information about you that is 
publicly available. If any of the results show you negatively, contact the site 
administrator to see if they can remove it.

� Limiting the amount of data you share about yourself. Any personal 
information you provide to any organisation expands your digital footprint and 
increases the possibility of misusing that data. Before submitting any form to 
an organisation, consider if it is worth it, and whether there are any other ways 
for it to obtain that information or service without you sharing your data.

TIP: A good rule of thumb is to only give personal information that is absolutely 
necessary. Do not be afraid to make things up! You can always give a fake name, a 
fake address, and all sorts of other made-up information when it is not absolutely 
necessary for you to provide personal information to obtain a service, and where you 
will not be penalised in any way with regards to integrity issues, for concealing 
specific and true, personal information.

Once you assess your digital footprint, the next step is to understand what 
kinds of dangers you might be exposed to when you go online, and how best 
to handle them.
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5.0 HOW VIOLENCE AGAINST FEMALE JOURNALISTS 
MANIFESTS ONLINE, AND 
MITIGATION STRATEGIES

Online violence is real violence that 
needs to be addressed because it 
limits the right to full participation, 
freedom of expression, and right to 
safety and privacy, for online users.
Female journalists and content 
creators are regularly subjected to 
the following forms of online violence:

1. Non-Consensual Distribution of Intimate Images (Revenge Porn)

This is the act of sharing private and sexually-explicit images or videos of 
someone without their consent. In the current age of Artificial Intelligence (AI), 
manipulated images may be shared, causing just as much harm as genuine 
images.

This form of online violence can be highly traumatic and requires legal 
intervention. Ensure that you flag the explicit image or video for removal, 
report to the police and your employer, and turn to your support system for 
help during that trauma-filled period. You can report to the Stop 
Non-Consensual Intimate Image Abuse organisation (StopNCII.org), which 
works globally and uses innovative technology to prevent the sharing of 
specific intimate images on multiple platforms.

2. Body Shaming

This type of online abuse manifests itself through negative comments about 
the online user’s body size or shape. This form of online violence can 
especially wreck a woman’s mental health.

Remember that body positivity starts with you. Just keep reminding yourself 
that you are more than just your body, and say no to body shaming. Over and 
above that, ensure you report and flag the message.
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3. Trolling

A perpetrator intentionally publishes o�ensive remarks online to upset an 
individual and incite a response. It is a way to cyberbully other users, discredit 
valid content or comments, and/or spread disinformation. Trolling can lead to 
a pile on, that is, inciting others to join the attack on a particular individual.

The most common type of trolling is referred to as concern trolling. This is 
when abusers pose as fans or supporters but make harmful and demeaning 
messages or comments disguised as constructive feedback. When targeting 
women, concern trolling is most often done through ‘helpful’ suggestions on 
‘improving’ one’s content - or even appearance - when such comments are 
designed to undercut or demean the recipient.

Most of the time, concerned trolls want to get your attention, therefore, 
counter speech may be counterproductive. So, it is often advised ‘don’t feed 
the trolls’, but you need to judge for yourself whether or not it is worth 
engaging/confronting the trolls. If you do choose to engage, try a fact 
checking approach or make use of humour.
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3. Trolling

A perpetrator intentionally publishes o�ensive remarks online to upset an 
individual and incite a response. It is a way to cyberbully other users, discredit 
valid content or comments, and/or spread disinformation. Trolling can lead to 
a pile on, that is, inciting others to join the attack on a particular individual.

The most common type of trolling is referred to as concern trolling. This is 
when abusers pose as fans or supporters but make harmful and demeaning 
messages or comments disguised as constructive feedback. When targeting 
women, concern trolling is most often done through ‘helpful’ suggestions on 
‘improving’ one’s content - or even appearance - when such comments are 
designed to undercut or demean the recipient.

Most of the time, concerned trolls want to get your attention, therefore, 
counter speech may be counterproductive. So, it is often advised ‘don’t feed 
the trolls’, but you need to judge for yourself whether or not it is worth 
engaging/confronting the trolls. If you do choose to engage, try a fact 
checking approach or make use of humour.

The best mitigating strategy that has worked for most victims of trolling is 
muting. This enables you to hide specific abusive content, so that you do not 
have to see it. While at it, do not forget to report any annoying or o�ensive 
content to the platform where it appears, and to document all instances of 
trolling from repeat o�enders. Take screenshots of the message, timestamps, 
and ensure that the o�ender’s name is visible – although most trolls post 
under a fake name or anonymously. If you are in charge of a platform, set a 
clear list of guidelines and a ‘no trolling’ policy which you can use to justify 
deleting o�ensive comments.

4. Doxing

This is a short form for the phrase dropping docs. It is the searching for, and 
publishing of sensitive personal information online including one’s home 
address, email, phone number, or national identification number etc., to 
harass, intimidate, extort, or stalk someone, or to steal their identity all with 
malicious intent.

To protect yourself from doxing, search for yourself on Google. First, make 
sure you are logged o� from your Google account and use di�erent search 
engines. This will give you an idea of the information about you that is online, 
and where it is cropping up.
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The best mitigating strategy that has worked for most victims of trolling is 
muting. This enables you to hide specific abusive content, so that you do not 
have to see it. While at it, do not forget to report any annoying or o�ensive 
content to the platform where it appears, and to document all instances of 
trolling from repeat o�enders. Take screenshots of the message, timestamps, 
and ensure that the o�ender’s name is visible – although most trolls post 
under a fake name or anonymously. If you are in charge of a platform, set a 
clear list of guidelines and a ‘no trolling’ policy which you can use to justify 
deleting o�ensive comments.

4. Doxing

This is a short form for the phrase dropping docs. It is the searching for, and 
publishing of sensitive personal information online including one’s home 
address, email, phone number, or national identification number etc., to 
harass, intimidate, extort, or stalk someone, or to steal their identity all with 
malicious intent.

To protect yourself from doxing, search for yourself on Google. First, make 
sure you are logged o� from your Google account and use di�erent search 
engines. This will give you an idea of the information about you that is online, 
and where it is cropping up.

Make sure you also alter the privacy settings of your social media accounts to 
ensure that private information is not accessible to the public. This is because 
abusers comb through social media accounts looking for confidential 
information that they can leverage against you.

Set up Google alerts that will notify you if your full name, phone number, home 
address, or other private data about you suddenly pops up online, as this may 
mean that you have been doxed.

5. Hacking

Intrusion into a device or network to attack or harm the victim by stealing their 
data, violating their privacy, or infecting their device with viruses.

The best way to protect yourself from hackers is to practice rigorous cyber 
security, which will be explained later in this handbook.
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Make sure you also alter the privacy settings of your social media accounts to 
ensure that private information is not accessible to the public. This is because 
abusers comb through social media accounts looking for confidential 
information that they can leverage against you.

Set up Google alerts that will notify you if your full name, phone number, home 
address, or other private data about you suddenly pops up online, as this may 
mean that you have been doxed.

5. Hacking

Intrusion into a device or network to attack or harm the victim by stealing their 
data, violating their privacy, or infecting their device with viruses.

The best way to protect yourself from hackers is to practice rigorous cyber 
security, which will be explained later in this handbook.

6. Impersonation

This is when someone creates a hoax social media account using the target’s 
name and photo, in order to post o�ensive or inflammatory statements to 
defame and discredit the target, or to instigate further abuse. 

Should you become a victim of online impersonation, report this to the 
platform on which it appears and remember to ask your support system to 
report on your behalf as well. Ensure you make a statement on your real social 
media accounts alerting your online communities about the impersonation. 
Facebook and Twitter now allow one to ‘pin’ posts to the top of their profile. 
Ensure you do so for quite a long time. Be sure to report to your employer as 
well regarding the issue, especially if the o�ensive statement published by the 
imposter involves your work as a journalist.
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7. Online sexual abuse

This form of abuse occurs in the form of sextortion, unsolicited pornography, 
or unwanted sexualisation. Sextortion is a form of blackmail in which an 
abuser threatens “to expose a nude or sexually explicit image” unless the 
target does something to or for them.

Unsolicited pornography is when one sends sexually explicit or sexually 
violent images and videos to a target. Unwanted sexualisation is defined as 
sending unwelcome sexual requests, comments, and content, to a target.

The first thing to do is report any form of online sexual violence to the platform 
on which it was received and document the abuse. You can also press 
charges against the abuser. Reaching out to others for support can go a long 
way in ensuring your mental health.
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7. Online sexual abuse

This form of abuse occurs in the form of sextortion, unsolicited pornography, 
or unwanted sexualisation. Sextortion is a form of blackmail in which an 
abuser threatens “to expose a nude or sexually explicit image” unless the 
target does something to or for them.

Unsolicited pornography is when one sends sexually explicit or sexually 
violent images and videos to a target. Unwanted sexualisation is defined as 
sending unwelcome sexual requests, comments, and content, to a target.

The first thing to do is report any form of online sexual violence to the platform 
on which it was received and document the abuse. You can also press 
charges against the abuser. Reaching out to others for support can go a long 
way in ensuring your mental health.

8. Threats

A statement to inflict pain, injury, damage, or other hostile action, on or against 
a target. This includes death threats, threats of physical violence, and often for 
women, threats of sexual violence.

Threats can be implied. For example: ‘people like you should be shot’, or they 
can be explicit, for example, ‘I am going to kill you’.

Legally, an implied threat may not be considered a threat therefore, choose 
not to engage with the person, block them, mute them and report them to the 
platform.

Explicit threats are serious. You need to lock down your physical location by 
relocating temporarily or by developing a home security plan. Be sure to 
report to the police and inform your employer and allies of the threats.
Whether implied or explicit, take all threats seriously.
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8. Threats

A statement to inflict pain, injury, damage, or other hostile action, on or against 
a target. This includes death threats, threats of physical violence, and often for 
women, threats of sexual violence.

Threats can be implied. For example: ‘people like you should be shot’, or they 
can be explicit, for example, ‘I am going to kill you’.

Legally, an implied threat may not be considered a threat therefore, choose 
not to engage with the person, block them, mute them and report them to the 
platform.

Explicit threats are serious. You need to lock down your physical location by 
relocating temporarily or by developing a home security plan. Be sure to 
report to the police and inform your employer and allies of the threats.
Whether implied or explicit, take all threats seriously.

9. Abusive comments

Do not bite the hook! Being ambushed by an abusive comment may leave you 
feeling hyper-aroused and eager to strike back instantly. Do not do this. Press 
the pause button: take a few deep breaths first or, better still, come back to 
considering whether or not to respond to abusive comments, later.

10. Cyberstalking

Cyberstalking is the use of technology to track someone either online or 
physically to harass, scare or intimidate them. It could be done through 
installing spyware in your devices such as your mobile phone, hiding a tracker 
in your things, hacking into your home Wi-Fi and so on. 
Both known people and strangers can be stalkers.
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If you are being stalked, make sure you tell your friends and family members 
so that they can stay alert to anything odd about your online profile or 
information they receive about you or purportedly from you. Take screenshots 
and keep records of all communications and activities by the stalker, even if 
some seem insignificant. Keeping track of all incidents will help you build a 
case to report. If you are keeping track of phone calls or text messages, delete 
the person’s name from your contacts so that the phone number is visible.

As good practice, avoid posting personal information online and sharing 
information about your location. If necessary, switch o� your phone’s geotag 
feature to avoid your photos automatically including your location. Use a good 
antivirus software that will detect and block any malicious programs or 
spyware installed in your device.

In conclusion…

There are many kinds of online violence and harassment that journalists face, 
but the above are the most common types. You have probably experienced at 
least one or several of the above in the course of your journalistic work.
Although it can be overwhelming, remember that you are not alone and that 
there are tactics to keep safer online in general. These tactics are detailed in 
the next section.

9. Abusive comments

Do not bite the hook! Being ambushed by an abusive comment may leave you 
feeling hyper-aroused and eager to strike back instantly. Do not do this. Press 
the pause button: take a few deep breaths first or, better still, come back to 
considering whether or not to respond to abusive comments, later.

10. Cyberstalking

Cyberstalking is the use of technology to track someone either online or 
physically to harass, scare or intimidate them. It could be done through 
installing spyware in your devices such as your mobile phone, hiding a tracker 
in your things, hacking into your home Wi-Fi and so on. 
Both known people and strangers can be stalkers.
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6.0 BEST PRACTICES: KEEPING ONLINE SPACES SAFE

Social networks are great fun and can be advantageous. Still, you need to 
understand that this is a complicated world that you need to manage wisely. 
Before you sign up for an online service, find out:

i. Who owns the service you are using?
ii. What data about you do they keep?
iii. Do they share the data with anyone else?
iv. Has the company been hacked before?

Always remember that your Internet Service Provider has access to the 
following information about you:

v. Personal sign-up details
vi. Browsing history
vii. Location
viii. Content you watch
ix. How long do you spend looking at things on the Internet

Below are some best practices to help you maintain digital safety and security:

1. Create Strong Passwords
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Passwords are your first line of defence. To keep your data safe/confidential, 
reduce the chances of viruses attacking your computer/phones, and keep 
hackers from accessing your computer, make your password strong, complex, 
and too di�cult for hackers to crack it.

Passwords are commonly compromised when:

x. They are shared with others
xi. Someone witnesses a password being entered on your screen
xii. Through “Save My Password” or “Remember Me” settings saved on 
websites via a browser
xiii. Malware, such as a keylogger
xiv. Social Engineering

What makes a good password? It should be:

xv. Long - at least 14 characters
xvi. Unique - make it alphanumeric, containing upper- and lower-case letters, 
as well as numbers and symbols
xvii. Do not include personal, identifiable information such as your birthdate
xviii. Change it often
xix. DO NOT REUSE PASSWORDS ACROSS MULTIPLE PLATFORMS
Writing down your passwords on a scrap of paper that you keep in your 
drawer or wallet or stick on your computer monitor is never a good idea. 
Storing all your passwords in a password manager is a smart move. 

A password manager is:

i. A service that stores and creates passwords
ii. Stores passwords in one place
iii. May sync between devices
A password manager is not:
i. The option to store passwords on your browser

Pros of a password manager:

i. Currently, the most secure option
ii. Remembers passwords
iii. Creates long, unique passwords
iv. Shares passwords securely
v. Protects you from phishing attacks

Cons of a password manager:

i. Can malfunction
ii. You need a password for the password manager, so if you lose it, you lose 
all your other passwords
iii. If you use a password manager that stores your passwords in the Cloud, 
should their servers experience a security breach, your information will be at 
risk.

An excellent example of a password manager is LastPass. It uses a 
combination of browser extensions, phone apps, encryption, two-factor 
authentication, and many other technologies to ensure your passwords are 
stored safely and accessibly for you alone. It can also randomly generate 
extremely strong passwords for you to use.
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all your other passwords
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should their servers experience a security breach, your information will be at 
risk.
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authentication, and many other technologies to ensure your passwords are 
stored safely and accessibly for you alone. It can also randomly generate 
extremely strong passwords for you to use.
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Passwords are your first line of defence. To keep your data safe/confidential, 
reduce the chances of viruses attacking your computer/phones, and keep 
hackers from accessing your computer, make your password strong, complex, 
and too di�cult for hackers to crack it.

Passwords are commonly compromised when:

x. They are shared with others
xi. Someone witnesses a password being entered on your screen
xii. Through “Save My Password” or “Remember Me” settings saved on 
websites via a browser
xiii. Malware, such as a keylogger
xiv. Social Engineering

What makes a good password? It should be:

xv. Long - at least 14 characters
xvi. Unique - make it alphanumeric, containing upper- and lower-case letters, 
as well as numbers and symbols
xvii. Do not include personal, identifiable information such as your birthdate
xviii. Change it often
xix. DO NOT REUSE PASSWORDS ACROSS MULTIPLE PLATFORMS
Writing down your passwords on a scrap of paper that you keep in your 
drawer or wallet or stick on your computer monitor is never a good idea. 
Storing all your passwords in a password manager is a smart move. 

A password manager is:

i. A service that stores and creates passwords
ii. Stores passwords in one place
iii. May sync between devices
A password manager is not:
i. The option to store passwords on your browser

Pros of a password manager:

i. Currently, the most secure option
ii. Remembers passwords
iii. Creates long, unique passwords
iv. Shares passwords securely
v. Protects you from phishing attacks

Cons of a password manager:

i. Can malfunction
ii. You need a password for the password manager, so if you lose it, you lose 
all your other passwords
iii. If you use a password manager that stores your passwords in the Cloud, 
should their servers experience a security breach, your information will be at 
risk.

An excellent example of a password manager is LastPass. It uses a 
combination of browser extensions, phone apps, encryption, two-factor 
authentication, and many other technologies to ensure your passwords are 
stored safely and accessibly for you alone. It can also randomly generate 
extremely strong passwords for you to use.

2. Enable Two-Factor Authentication (2FA)

2FA is an extra layer of security for your accounts.Once this feature is enabled, 
you will be prompted for your password and a code. The code could either be 
a one-time code sent via a short messaging service (SMS), or it can be 
generated by a dedicated mobile app that stores a secret (e.g. Google 
Authenticator) or a hardware key. The process of enabling 2FA di�ers from 
platform to platform, and so does the terminology used. However, to enable 
2FA on most platforms, you only need a mobile phone through which to 
receive an SMS.
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3. Stick to App Stores

Should you want to download any app, get it from the Play Store if you use 
Android or App Store if you use IOS. The o�cial App stores vet apps for 
potential security or privacy issues.

Downloading apps from unsafe sites makes you easy prey to malware and 
potential online abuse. Also, only download the apps you need and use, as 
apps mine data from you.

TIP: Update your software and apps regularly, especially when security 
patches are involved. Set up automatic updates to ensure that your 
software is always up to date.

4. Watch out for Phishing Scams

Phishing is an act of luring 
unsuspecting users into revealing
private account or login information. 

To be safe, if you receive an email that
 includes a link to a website, make 
sure that the website is legitimate 
before you click on the link. For example,
 instead of clicking through to the site from within the email, open a di�erent 
Web browser and visit the business’s website directly to perform the 
necessary actions. You can also verify an email from a legitimate company or 
individual by calling the business, agency, or individual directly.
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3. Stick to App Stores

Should you want to download any app, get it from the Play Store if you use 
Android or App Store if you use IOS. The o�cial App stores vet apps for 
potential security or privacy issues.

Downloading apps from unsafe sites makes you easy prey to malware and 
potential online abuse. Also, only download the apps you need and use, as 
apps mine data from you.

TIP: Update your software and apps regularly, especially when security 
patches are involved. Set up automatic updates to ensure that your 
software is always up to date.

4. Watch out for Phishing Scams

Phishing is an act of luring 
unsuspecting users into revealing
private account or login information. 

To be safe, if you receive an email that
 includes a link to a website, make 
sure that the website is legitimate 
before you click on the link. For example,
 instead of clicking through to the site from within the email, open a di�erent 
Web browser and visit the business’s website directly to perform the 
necessary actions. You can also verify an email from a legitimate company or 
individual by calling the business, agency, or individual directly.

5. Clear your Browser History

Browsers keep records of every site you visit.
Ensure you clear browser history for all the 
devices you use in a day – your home and 
work computers, or your own or friend’s iPad. 
Internet browsers like Firefox or Chrome keep
 track of where you have been and what you
 have done online. They keep records of every 
site you visit. Information about what you sent 
from or saved on your computer can be kept 
for days or weeks. To be safe, always clear your 
browsing history.

6. Use HTTPS

HTTPS is o�cially known as “hypertext transfer protocol secure.” It is similar to 
HTTP, which is used to enter Internet addresses. However, HTTPS adds an 
extra layer of security and encryption while online. Communication between 
users and sites that support HTTPS is encrypted and authenticated. That 
means that HTTPS can determine whether or not a website is genuine.
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7. Use VPN

A Virtual Private Network (VPN) is an Internet security service that allows users 
to access the Internet as though they were connected to a private network. 
This encrypts Internet communication and provides a substantial degree of 
anonymity.

This means your IP address will be masked, ensuring no one can trace back to 
your devices and geo-location, and you can search and browse the Internet 
without anything or anyone keeping digital records of your activity and history. 
You can install a VPN extension on your regular browser, which you can turn 
on whenever you go online.

A user connecting to the Internet using a VPN service has a higher level of 
security and privacy. You should, however, be aware that your VPN has access 
to the following:

i. Personal sign-up details
ii. IP address and location
iii. Browsing history
iv. Content you watch
v. How long you spend looking at things on the Internet
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7. Use VPN

A Virtual Private Network (VPN) is an Internet security service that allows users 
to access the Internet as though they were connected to a private network. 
This encrypts Internet communication and provides a substantial degree of 
anonymity.

This means your IP address will be masked, ensuring no one can trace back to 
your devices and geo-location, and you can search and browse the Internet 
without anything or anyone keeping digital records of your activity and history. 
You can install a VPN extension on your regular browser, which you can turn 
on whenever you go online.

A user connecting to the Internet using a VPN service has a higher level of 
security and privacy. You should, however, be aware that your VPN has access 
to the following:

i. Personal sign-up details
ii. IP address and location
iii. Browsing history
iv. Content you watch
v. How long you spend looking at things on the Internet

Therefore, think about the following:

i. Who owns it?
ii. Where are its servers located?
iii. Does it encrypt your data?
iv. Does it have a history of sharing data with others?

Examples of VPN include TunnelBear or Cloudflare.

8. Encrypt your Data and Devices

Do you want to keep outsiders from listening in on your chats, phone calls, 
and more? Then encrypt them. Encryption involves converting 
human-readable plain text into incomprehensible text, known as ciphertext.

It is the simplest and most important way to ensure a computer system’s 
information cannot be stolen and read by someone who wants to use it for 
malicious purposes.

Nothing is 100 percent secure. However, a lot of digital security software 
incorporates encryption to varying degrees. If encryption is an essential 
feature for you, Open-source software (OSS) like Signal, is recommended 
because the community can audit it to ensure no backdoor 
entry is allowed.
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Therefore, think about the following:

i. Who owns it?
ii. Where are its servers located?
iii. Does it encrypt your data?
iv. Does it have a history of sharing data with others?

Examples of VPN include TunnelBear or Cloudflare.

8. Encrypt your Data and Devices

Do you want to keep outsiders from listening in on your chats, phone calls, 
and more? Then encrypt them. Encryption involves converting 
human-readable plain text into incomprehensible text, known as ciphertext.

It is the simplest and most important way to ensure a computer system’s 
information cannot be stolen and read by someone who wants to use it for 
malicious purposes.

Nothing is 100 percent secure. However, a lot of digital security software 
incorporates encryption to varying degrees. If encryption is an essential 
feature for you, Open-source software (OSS) like Signal, is recommended 
because the community can audit it to ensure no backdoor 
entry is allowed.

9. Review your Privacy Settings

Most phones have a settings page where you can see which apps have 
access to everything, so it is here that you can review which apps have access 
to what and disable permissions you do not remember granting.

The same applies to your social media accounts; review your privacy setting 
to limit access to select information. While at it, be careful who you add as a 
friend or choose to follow.

Block/unfriend anyone you feel is a threat or with whom you feel 
uncomfortable; otherwise, you will be making yourself more of an online 
target.

In addition, think before you send that tweet or post anything controversial to 
reduce your chances of being violated online. Do not, however, self-censor 
while at it.
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9. Review your Privacy Settings

Most phones have a settings page where you can see which apps have 
access to everything, so it is here that you can review which apps have access 
to what and disable permissions you do not remember granting.

The same applies to your social media accounts; review your privacy setting 
to limit access to select information. While at it, be careful who you add as a 
friend or choose to follow.

Block/unfriend anyone you feel is a threat or with whom you feel 
uncomfortable; otherwise, you will be making yourself more of an online 
target.

In addition, think before you send that tweet or post anything controversial to 
reduce your chances of being violated online. Do not, however, self-censor 
while at it.

10. Beware of Public Wi-Fi

When you are on a Wi-Fi network, anyone else using that network can watch 
or intercept your Web tra�c (even if it is a password-protected network).

The absolute best protection is to use a Virtual Private Network (VPN) to 
encrypt your Web tra�c so it cannot be intercepted. A great alternative is to 
use the Tor Browser to send your browsing over the Tor network, thus making 
you anonymous while encrypting your data. Please note that it will be slower 
than using your usual browser, but it is worth the e�ort.

Make it a habit to turn o� your phone’s Wi-Fi and Bluetooth when you are not 
using them. This prevents passive trackers from tapping into your Wi-Fi or 
Bluetooth connections as they search for networks and devices they can pair 
with.
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10. Beware of Public Wi-Fi

When you are on a Wi-Fi network, anyone else using that network can watch 
or intercept your Web tra�c (even if it is a password-protected network).

The absolute best protection is to use a Virtual Private Network (VPN) to 
encrypt your Web tra�c so it cannot be intercepted. A great alternative is to 
use the Tor Browser to send your browsing over the Tor network, thus making 
you anonymous while encrypting your data. Please note that it will be slower 
than using your usual browser, but it is worth the e�ort.

Make it a habit to turn o� your phone’s Wi-Fi and Bluetooth when you are not 
using them. This prevents passive trackers from tapping into your Wi-Fi or 
Bluetooth connections as they search for networks and devices they can pair 
with.

11. Self-Dox

Develop a habit of searching for yourself on Google to discover what 
information is there about you, especially from your social media accounts.

Log out of your accounts on your device or turn on incognito or private 
browsing mode, and then search for yourself. What information pops up about 
you? Do you like what pops up?

If you find negative content, you can contact the website owner with a request 
to take down the content. You may also flag the content for violation of terms 
of service if the website has content guidelines. Another option is to notify 
Google about false and defamatory content or content containing personal 
information such as your identification number, credit card details, images of ID 
documents, images of handwritten signatures etc, and request removal of 
those links. While removing content from Google may not necessarily remove 
it from the internet, it can significantly reduce the content’s visibility.
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7.0 PSYCHOSOCIAL SUPPORT

Online harassment is more than just unpleasant. Its e�ects are far-reaching for 
journalists. It a�ects their mental health and prevents them from doing their 
job e�ectively. Therefore, accessing support can be an essential step to 
helping journalists who are violated online.

Below is a recommendation on what to do if you are being targeted online 
because of your journalistic work:
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Seek Help

Reach out to organisations that help journalists targeted online with 
psychosocial support, for example:

� AccessNow’s Digital Security Helpline (https://www.accessnow.org/help/), which aims 
to respond to requests in two hours;
� DefendDefenders (https://defenddefenders.org/get-help/) which o�ers digital security 
help to Human Rights Defenders in East and Horn of Africa via two dedicated phone 
lines: +256-200-760-700 (General) and +256-707-020-0086 (Emergency)
� The Online Violence Resource Hub (https://onlineviolenceresponsehub.org), which 
o�ers both information resources and psychosocial support;
� Committee to Protect Journalists 
(https://cpj.org/resources-for-protecting-against-online-abuse/), which provides 
extensive resources on preventing and managing online abuse;
� Journalists in Distress Network (https://www.journalistsindistress.org), which provides 
access to organisations that provide direct assistance to journalists and media workers 
who are at risk because of their work;
� International Women’s Media Foundation
(https://www.iwmf.org/programs/emergency-fund/), which o�ers emergency medical 
and psychological assistance for women journalists worldwide;
� Black Journalists Therapy Relief Fund (https://www.iwmf.org/bjtrf/), aiming to assist 
black journalists pay for mental health support; and
� The Rory Peck Trust (https://rorypecktrust.org) which focuses on supporting 
freelancers.
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Kenya-specific helplines that one can reach out to as of 2024 include:

� Usikimye – 0800 000 999 (Toll Free Helpline) and 1319 (Wahu Kanja)
� Media Council of Kenya (MCK) – 0702 222 111 (for journalists only)
� Federation of Women Lawyers in Kenya (FIDA) – 0800 720 501 (toll-free line 
open to everyone)

If you face threats to share your intimate images or if the images are shared 
without your consent, you can contact Stop Non-Consensual Intimate Image 
Abuse (StopNCII.org), which has global reach and collaborates with multiple 
platforms to prevent the sharing of intimate images that you flag.

For a variety of resources on how to enhance your digital resilience and a list 
of helplines for di�erent world regions and languages, visit Amnesty 
International’s Digital Security Resource Hub for Civil Society 
(https://securitylab.amnesty.org/digital-resources/).
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1. Speak with your Employer or Colleagues at Work

You may want to speak to your editor or newsroom manager about the abuse 
you are facing and see whether they have a policy to support sta� facing 
online harassment. If you are a freelance journalist or work in a newsroom 
without support, reaching out to colleagues elsewhere or journalists’ 
networks can be a helpful way of finding support or resources.

2. Create a Support Group

Building your own formal or informal support network of colleagues can be a 
helpful way of managing the stress of being abused online. Having a network 
will allow you to reach out to others for emotional and practical support. This 
can include setting up group chats to share strategies and tips for 
dealing with the online abuse.
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1. Speak with your Employer or Colleagues at Work

You may want to speak to your editor or newsroom manager about the abuse 
you are facing and see whether they have a policy to support sta� facing 
online harassment. If you are a freelance journalist or work in a newsroom 
without support, reaching out to colleagues elsewhere or journalists’ 
networks can be a helpful way of finding support or resources.

2. Create a Support Group

Building your own formal or informal support network of colleagues can be a 
helpful way of managing the stress of being abused online. Having a network 
will allow you to reach out to others for emotional and practical support. This 
can include setting up group chats to share strategies and tips for 
dealing with the online abuse.

This supportive community can also help amplify the content of the person 
being abused, drawing attention away from an abuser via funny or unrelated 
content, or reporting the abuse to the platform where it happened – and it can 
help tag the platform to draw extra attention.

3. Go O�ine

Staying o�ine is self-care. Step away from an online platform, computer, or 
smartphone for a while to focus on your mental and physical well-being. While 
o�ine, reach out to a colleague or friend to monitor your social media 
accounts for threats, hate speech, impersonation, and doxing, and request 
them to document them on your behalf, as well as take screenshots and save 
hyperlinks. Psychologists have advised the following additional options for 
practising self-care after an episode of online harassment:

i. Keep a journal about your online experience; journaling will help you 
process your trauma and distance yourself from your experience
ii. Relieve stress by reading your favourite book, or just write
iii. Get a body massage to relieve the physical stress related to your 
emotional stress
iv. Take a walk; if you can go for nature walks, it is even better
v. Maintain your religious or spiritual practice if you have one
vi. Listen to music

Handbook on Digital Safety and Security
Handbook on Digital Safety and Security
© The Association of Media Women in Kenya, 
November, 2024

Handbook on Digital Safety and Security
Handbook on Digital Safety and Security
© The Association of Media Women in Kenya, 
November, 2024



38

39

This supportive community can also help amplify the content of the person 
being abused, drawing attention away from an abuser via funny or unrelated 
content, or reporting the abuse to the platform where it happened – and it can 
help tag the platform to draw extra attention.

3. Go O�ine

Staying o�ine is self-care. Step away from an online platform, computer, or 
smartphone for a while to focus on your mental and physical well-being. While 
o�ine, reach out to a colleague or friend to monitor your social media 
accounts for threats, hate speech, impersonation, and doxing, and request 
them to document them on your behalf, as well as take screenshots and save 
hyperlinks. Psychologists have advised the following additional options for 
practising self-care after an episode of online harassment:

i. Keep a journal about your online experience; journaling will help you 
process your trauma and distance yourself from your experience
ii. Relieve stress by reading your favourite book, or just write
iii. Get a body massage to relieve the physical stress related to your 
emotional stress
iv. Take a walk; if you can go for nature walks, it is even better
v. Maintain your religious or spiritual practice if you have one
vi. Listen to music

vii. Turn o� your phone notifications, especially at
night, and ensure you get uninterrupted sleep.
viii. Sip some hot beverage - with an attitude!
ix. Spend some time with a loved one
x. Practice breathing exercises
xi. Meditate

What about supporting others?

It can be intimidating to intervene 
when you witness another 
person being targeted by 
online hate or harassment. 
When considering whether 
or not, and how, to support a
 victim of online harassment, 
ask yourself the following 
questions:

i. Will you worsen the harassment?
ii. What if tables turn and you become the target of such harassment?
iii. What if the harassment traumatises you in some way, making you leave 
the online platform, or something else?
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if you feel compelled to help someone who is being abused online, and 
believe you can do so without risk to yourself, it is advisable to do the 
following:

i. Tighten your cybersecurity to protect yourself from doxing, hacking and 
impersonation and while at it. Trust your instincts.

ii. Take time to identify the abuse that is taking place. Being in the know will 
help you prepare for the best way to respond. In addition, di�erent forms of
violence require di�erent tactics for dealing with them .

iii. Contact the target of online harassment and inquire from them about the 
support they would require. If the victim has no idea what kind of support 
they need, you can give them available options.

8.0 LEGAL FRAMEWORK

The Bill of Rights in Chapter 4 of the Kenya Constitution, 2010, provides 
several fundamental rights and freedoms for Kenyan citizens. These include 
the rights to privacy; access to information; to property; to consumer 
protection; to fair administrative action; to access to justice and fair hearing; to
freedom of conscience, religion and opinion; to freedom of expression; and to 
freedom of the media.
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if you feel compelled to help someone who is being abused online, and 
believe you can do so without risk to yourself, it is advisable to do the 
following:

i. Tighten your cybersecurity to protect yourself from doxing, hacking and 
impersonation and while at it. Trust your instincts.

ii. Take time to identify the abuse that is taking place. Being in the know will 
help you prepare for the best way to respond. In addition, di�erent forms of
violence require di�erent tactics for dealing with them .

iii. Contact the target of online harassment and inquire from them about the 
support they would require. If the victim has no idea what kind of support 
they need, you can give them available options.

8.0 LEGAL FRAMEWORK

The Bill of Rights in Chapter 4 of the Kenya Constitution, 2010, provides 
several fundamental rights and freedoms for Kenyan citizens. These include 
the rights to privacy; access to information; to property; to consumer 
protection; to fair administrative action; to access to justice and fair hearing; to
freedom of conscience, religion and opinion; to freedom of expression; and to 
freedom of the media.

According to Article 21 of the Constitution, the State and every State organ is 
required to observe, respect, protect and fulfil the rights and fundamental 
freedoms in the Bill of Rights. It further requires the State to enact and 
implement legislation to meet its international obligations regarding human 
rights and fundamental freedoms. Should a right or fundamental freedom in 
the Bill of Rights be denied, violated or infringed, or be threatened, Article 22
grants every person the right to institute a court proceeding.

2. Computer Misuse and Cybercrimes Act, 2018

The Act aims to protect the confidentiality, integrity and availability of 
computer systems, programs and data; preventthe unlawful use of computer 
systems; facilitate the prevention, detection, investigation, prosecution and
punishment of cybercrimes; protect the rights to privacy, freedom of 
expression and access to information as guaranteed under the Constitution, 
and facilitate international co-operation on matters covered in the Act. Among 
the cybercrimes that the Act tackles are cyber harassment, phishing and 
unlawful distribution of obscene or intimate images, as detailed below.
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Section 27 of No.5 of the 2018 Act addresses cyberharassment, and 
provides both for one to report cyber harassment, and to apply to Court for an 
order compelling a person charged with the o�ence from continuing with 
online harassment. Also worth noting is that an intermediary may apply for 
such a court order on behalf of a complainant. Furthermore, the Court may 
order a service provider to provide ‘any subscriber information in its 
possession for the purpose of identifying a person whose conduct is 
complained of’ under the cyber harassment section. A person found guilty of 
committing cyber harassment is liable to a fine not exceeding twenty million 
shillings (USD 200,000) or to imprisonment for a term not exceeding ten 
years, or to both.

Section 30 of No. 5 addresses phishing, with o�enders liable to a fine not 
exceeding three hundred thousand shillings (USD 3000) or to imprisonment 
for a term not exceeding three years or both.

Section 37 of No. 5 of the same Act tackles the wrongful distribution of 
obscene or intimate images and sets a fine not exceeding two hundred 
thousand shillings (USD 2000) or imprisonment for a term not exceeding two 
years or both.
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Section 27 of No.5 of the 2018 Act addresses cyberharassment, and 
provides both for one to report cyber harassment, and to apply to Court for an 
order compelling a person charged with the o�ence from continuing with 
online harassment. Also worth noting is that an intermediary may apply for 
such a court order on behalf of a complainant. Furthermore, the Court may 
order a service provider to provide ‘any subscriber information in its 
possession for the purpose of identifying a person whose conduct is 
complained of’ under the cyber harassment section. A person found guilty of 
committing cyber harassment is liable to a fine not exceeding twenty million 
shillings (USD 200,000) or to imprisonment for a term not exceeding ten 
years, or to both.

Section 30 of No. 5 addresses phishing, with o�enders liable to a fine not 
exceeding three hundred thousand shillings (USD 3000) or to imprisonment 
for a term not exceeding three years or both.

Section 37 of No. 5 of the same Act tackles the wrongful distribution of 
obscene or intimate images and sets a fine not exceeding two hundred 
thousand shillings (USD 2000) or imprisonment for a term not exceeding two 
years or both.
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3. Data Protection Act, 2019

The Act enumerates comprehensive laws that protect the personal 
information of individuals. It establishes the O�ce of the Data Protection 
Commissioner and makes provisions for regulating the processing of personal 
data in Section 25. The Act further protects the privacy of individuals; 
establishes a legal and institutional mechanism to protect personal data and 
provides data subjects with rights and remedies to protect their personal data 
from processing that is not as per the Act. A person who commits an o�ence 
as defined in this Act, shall be liable to a fine not exceeding three million 
shillings (USD 30000), or to an imprisonment term not exceeding ten years,
or to both. In addition, the Court may order the forfeiture of any equipment or 
any article used or connected in any way with the commission of the o�ence.
Incidents that involve misuse of one’s data can be reported to the O�ce of the 
Data Protection Commissioner (ODPC) for redress.

4. Related Legislation

Other legislation that may be used to build a legal case when online violence 
that moves o�ine includes the Sexual O�ences Act, 2006, the Victim 
Protection Act, 2014, and the Sexual Gender-based Violence Act, 2021.
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9.0 ABOUT AMWIK

The Association of Media Women in Kenya (AMWIK) is a National Media 
Association established in 1982 and registered under the Societies Act as a 
non-profit membership organisation for women journalists from print, 
electronic media and other areas of communication.

AMWIK’s vision is a just society where the media embraces and promotes 
equitable development, human rights, and women’s rights. AMWIK’s mission is 
to use the media to promote an informed and gender responsive society 
through professional and transformative media in Kenya and Africa.
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